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WH®OPMALIMOHHAS IAMATKA
JUISI OBYYAIOIIUXCS 1JI51 PASMEIIEHUS
HA O®PUIUAJILHBIX UHTEPHET-PECYPCAX

C KaXXabIM TOZOM MOJIOJIEKHU B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJb-
HUKUA OJHM U3 CaMbIX aKTHBHBIX Mojib3oBaresneil PyHera. Mexny TeM, MOMUMO
OrPOMHOTO KOJIMYECTBA BO3MOKHOCTEN, HHTEPHET HECET U MPOOIeMbl. JTa MaMsT-
Ka JTOJKHA TOMOYb Tebe 0€30MacHO HAaXOJUThHCS B CETH.

KomnbsrorepHbie BUPYChI

KoMIIBIOTEpHBIN BUPYC - 3TO Pa3HOBHUIHOCTh KOMIIBIOTEPHBIX MPOTrPaMM,
OTJIMYUTENIbHOW OCOOEHHOCTBIO KOTOPOH SIBISIETCSI CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nononHeHue K 3TOMy, BUPYChl MOT'YT MOBPEAUTh WIH MOJHOCTHIO YHHUUTOXHUTh
Bce (pailsibl U JaHHBIE, MOAKOHTPOJIbHBIE TOJIB30BATEN0, OT UMEHH KOTOPOro Oblia
3amylnieHa 3apakeHHasi IporpaMma, a TaKKe MOBPEIUTh WIM J1aK€ YHUYTOXHUTh
OTEpallMOHHYIO CHCTEMY CO BceMHu ¢aiinamu B 11el10M. B OONBIIMHCTBE ClydaeB
pacupoCTpaHsIOTCA BUPYChl YEPE3 UHTEPHET.

MeTo/1bI 3a1UThl OT BPEIOHOCHBIX IPOrPaAMM:

1. cnonb3yli COBPEMEHHBIE OINEPALMOHHBIE CUCTEMBbI, UMEIOIIUE CEPbE3-
HBI YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX IPOrPaMM;

2. IlocTosiHHO ycTaHaBnuBai mautu (IUGpPOBBIEC 3aIIATKH, KOTOPHIE aBTO-
MaTUYECKH YCTAaHABIMBAIOTCS C LEJIbIO JOPA0OTKHU MPOrpaMMbl) U Jpyrue OOHOB-
JICHUS CBOCHM OIlepaliMOHHOW cHucTeMbl. CKaumBail MX TOJBKO ¢ O(HIIMATBLHOTO
caiita pazpadorunka OC. Eciam cyuiecTByeT pexuM aBTOMaTHYECKOro OOHOBIIE-
HUS, BKIIIOYU €T0;

3. Paboraif Ha cBOEM KOMIBIOTEPE TMOJ NMpaBaMH IMOJIb30BATENs, & HE aIMU-
HUCTpATOpa. DTO HE MO3BOJUT OOIBIIMHCTBY BPEJOHOCHBIX MPOrPaMM MHCTAJIN-
pOBaThCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Ncnonp3yid aHTUBUPYCHBIE IPOrPaMMHBIE TIPOJIYKTHI U3BECTHBIX IPOU3-
BOJUTENEH, C aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub HU3NYECKUH JOCTYI K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIL;

6. Vcnionp3yi BHEIIHME HOCUTENW MH(OpMalUHU, Takue Kak (hiemika, JUCK
wid (aill U3 UHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBail KOMIIBIOTEPHBIE (Pailiibl, OJYYEHHbIE U3 HEHAJEAKHBIX HC-
TOYHUKOB. Jlaxke Te (aiiiabl, KOTOpPbIE MPUCIAT TBOM 3HAKOMBbIN. Jlydie yrounu y
HEro, OTIIPABJISLI JIU OH T€OE UX.

Ceru WI-FI

Wi-Fi - 370 He BuJI niepeiaun JaHHBIX, HE TEXHOJIOTUs, a BCETO JIUIIL OpPEHI,
mapka. Eme B 1991 rogy HuaepnaHickas KOMIIaHMS 3aperucTpHpoBaia OpeHa
"WECA", uto o6o3Hauano cinoBocoderanue "Wireless Fidelity", kotopsiii mepe-
BOJUTCS Kak "OeCIpoBOHAS TOYHOCTB".



Jlo Haiiero BpeMeHwu joiiia apyras abOpeBuarypa, Koropas SBJISIETCS TaKOH
xKe TexHojoruen. DTo abOpeBuarypa "Wi-Fi". Takoe Ha3BaHme OBUIO NTaHO C
HAMEKOM Ha CTaHAapT BbIcIel 3BykoBoi Texuuku Hi-Fi, uTo B nmepeBoje o3Hava-
eT "BbICOKast TOYHOCTH .

Ja, OecriiaTHBINM MHTEPHET-IOCTYN B Kade, OTeIsIX U adpoIropTax sSBISACTCS
OTJINYHOM BO3MOXXHOCTHIO BBIXOJIa B MHTEpHET. Ho MHOrHe sKCnepThl CUMTAIOT,
gyt0 obmenoctynubie Wi-Fi cetn He SBISIFOTCS O€30TacHBIMH.

CoBeThl 110 0€30MaCHOCTH PpadOThI B 00IIEAOCTYMHBIX ceTsaXx Wi-fi:

1. He nepenasaii cBoro InuHyto mHPOpMaIuio yepe3 odrienoctymnusie Wi-Fi
cetu. Pabortast B HUX, KelaTeabHO HE BBOAUTH MAPOJIU JOCTYIIA, JIOTHHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yit 1 OOHOBIIAN aHTUBUPYCHBIE MIPOTpaMMBbI U OpaHaMayep. Tem
caMbIM Thl 00€30IacHIllb ce0sl OT 3aKaYKy BUpyca Ha TBOE YCTPONCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmroun ¢ynkuuio "OOmwuit noctyn x (ai-
nam u npunrtepam". JlanHas QyHKIUS 3aKphITa MO YMOTYaHUIO, OJHAKO HEKOTO-
pbI€ MOJB30BaTENM AKTUBUPYIOT €€ JJis yI00CTBa MCIOJIL30BaHUSA B paboTe WU
yueoe;

4. He wucnonp3yét nyOnuunbeii WI-FI nns mepemaum JuYHBIX JaHHBIX,
HaAIMpUMeEp JUIs BBIXOJIa B COLIUANIBHBIE CETH WIIM B DJICKTPOHHYIO MIOUTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coenunenue yepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBoaAu uMeHHO "https://";

6. B moOminpHOM Tenedone orkioun ¢pynkmuto "Tlogkmouenue k Wi-Fi aB-
Tomatuuecku". He mormyckaili aBTOMaTHYECKOTO TMOJKIIIOUEHHSI YCTPOUCTBA K Ce-
taM Wi-Fi 6e3 TBoero coriacus.

CouunanbHble CETH

ConuanbHble CETH aKTUBHO BXOJST B HAaIly U3Hb, MHOTHE JTIOJIU pab0OTalOT
U )KUBYT TaM TIOCTOSIHHO, a B Facebook yxke 3apeructpupoBan Muiinap; 4emoBeK,
YTO SIBJIICTCSI OJHOM CE€AbMOM BCeX KUTENEH IUIaHeThl. MHOTHe MOoJIb30BaTEeIN HE
MOHUMAIOT, YTO MH(MOpMalMs, pa3MeEIleHHass UMU B COIMAIBHBIX CETAX, MOMKET
OBITH HalJIeHA W UCIIONB30BaHA KEM YTOJHO, B TOM 4YHCIIe HE 00s3aTesIbHO ¢ Ora-
TUMU HaMEpECHUSIMU.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH B COITMAIBHBIX CETSIX:

1. Orpannyb crucok apy3eil. Y Tedst B Ipy3bsAX HE JOJKHO ObITh Cllydail-
HBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amumiail cBOO 4acTHYIO u3Hb. He yka3bpiBail nmapoiu, TenedoHsl, aape-
ca, JIaTy TBOETO POXIEHUS U JIPYrylo JIUYHYI0 UH(OpMaIHIO. 370YMbBIIIJICHHUKU
MOTYT HMCIIOH30BaTh Jake MH(OPMAIMIO O TOM, KaK Thl U TBOM POJIUTEIH TJIaHU-
pyeTe MPOBECTH KaHUKYJIbI,

3. 3ammiail cBOIO penyTaluio - AEpKH €€ B YUCTOTE U 3ajaBail cebe BO-
poC: XOTeN ObI Thl, YTOOBI IPYTHe MOJB30BATEIN BUICIH, YTO Thl 3arpyKaeiib?
[Toxymait, mpex/e ueMm 4To-TO OMyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

4. Eciu Thl TOBOPUIIIb C JIFOJAbMHU, KOTOPBIX HE 3HACIIb, HE UCIOJb3Yil CBOE
peaibHOE UMS U JIPYTyIO JUYHYI0O WH(GOpMAIUU: UMS, MECTO JKUTEIhCTBA, MECTO
y4eObl U Mpouee;



5. U36erait pazmemenus ¢pororpaduit B MIaTEepHETE, /1€ THl M300pa)kK€H Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIIUTH TBOE MECTOMOJI0KEHHUE;

6. [Ipu peructpaiuu B COIMAIBHONU CETH HEOOXOAMMO MCIOIB30BaTh CIOXK-
HBI€ MMapOJIK, COCTOALIME U3 OYKB U LU(]p U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. s comuaibHOM CETH, MOYTHI U JIPYTHX CAWTOB HEOOXOAMMO HCIIOJIB30-
BaTh pa3Hble napoiu. Torna eciu Te€0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJIy4aT
JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE€ Cpasy.

DJIIEKTPOHHBIE IEHbI' U

DNeKTpOHHbIE AEHBIU - 3TO OYEHb YJIOOHBIN CIOCOO MIaTexel, OJHAKO CY-
IECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JICHBIU.

DONeKTPOHHbIE IEHBI'M TTOSIBUJIMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOr0 BO
MHOTHX T'OCYIapCTBax J0 CUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM QYHKIIMOHHPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJe
UX Pa3JeNsiloT Ha HECKOJBKO BUIOB - AHOHHUMHBIE U HE aHOHMMHbIE. PazHuna B
TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs: MPOBOAUTH orepaiuu 0e3
UACHTU(PUKALIMY TI0JIb30BATENsA, 4 B HEAHOHUMHBIX WACHTU(PUKALMS MTOJIb30BATEINS
SIBJISIETCSL 00S13aTEIIBHOM.

Taxxe crnemyer paznuyaTh JIEKTPOHHbIE (PUATHBIE IEHbIU (PaBHBI TOCYAAP-
CTBEHHBIM BaJIOTaM) M 3JIEKTPOHHbIE He(pUATHBIE JI€HbIM (HE paBHbI rocynap-
CTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI O O€30N1aCHOI padoTe ¢ INEKTPOHHBIMU JE€HbIAMMU:

1. IlpuBsxu Kk cueTy MOOWIBHBIN TenedoH. ITO caMblii yIOOHBIN U OBICT-
pBIif CIOCOO BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsizanHbIi TeneoH MoMOXKeT, ec-
U 3a0yneilb CBOM IJIATEKHBIA MapoJib WM 3aiJIelllb Ha CalWT C HE3HAKOMOTIO
YCTPOMCTBA;

2. Ucnone3yii ogHopa3oseie naponu. [locie nepexona Ha yCUIEHHYIO aBTO-
puzanuio Tede yxe He OyJaeT yrpoxkaTh ONacCHOCTh KPaXKu WM TepexBaTa IuiaTex-
HOT'O MapoJIs;

3. Boeibepu cnoxubiii maponb. [lpecTynHukaMm Oyner He MpPOCTO yrajaaTh
CJIOHBIA napoib. HanexHsle maposiau - 3T0 napoiu, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B C€0Sl CTPOYHbIC U MIPOMUCHBIE OYKBbI, IUPPHI U HECKOJIb-
KO CHUMBOJIOB, TaKh€ KaK 3HaK Jojuiapa, (yHTa, BOCKIMIATEIbHBIA 3HAK M T.II
Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE TOBEPSCIIb.

DJIEKTpOHHAS TI0YTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJOTHS U MPEIOCTaBIsIEMbIE €10 YCIYTH MO
NEPECHUIKE U MOJYYEHHUIO JIEKTPOHHBIX COOOIIEHHI, KOTOPbIE PACIPENEISIOTCS B
KOMITIbIOTEpHON ceTh. OOBIYHO 3JEKTPOHHBIA MOUYTOBBIN SIIMK BBIMJISIAUT CIENY-
IOLIUM 00pa3oM: UMsI_TOJb30BaTENA(@HUMsL_JToMeHa. Takxe KpoMe nepenaydu mpo-
CTOr'0 TEKCTa, UMEETCsI BO3MOXKHOCTD INepeaaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 O€30MaCHON paboTe C AJIEKTPOHHOU MOYTOM:

1. Hago BBIOpaTh mNpaBWIBHBIA MOYTOBBIM CcepBUC. B uHTEepHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYILIE JOBEPSITH TEM,
KOI'0 3Haelb U KTO IEPBBIM B PEUTHHTE;



2. He yxa3bIBail B IJMYHOM MOYTE JIHMUHYIO0 HHPopManuio. Harpumep, ydiie
BbIOpaTh "My3bIKaNbHBIN _(haHaT@" uinu "pok2013" Bmecto "temal3";

3. HWcnonp3yli NBYXAITalmHYH aBTOPU3aLMI0. JTO KOIJa IOMHUMO Napois
HY>KHO BBOAUTH KO/, TPUCBUIAEMBIN 110 SMSS;

4. Be1Oepu cIIOKHBIN TIapoiib. [[71s Kajk10ro MOoYTOBOTO SIIHUKA JOJKEH OBITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY 1apOJib;

5. Ecan ectb BO3MOXKHOCTh HalMcaTb CaMOMY CBOW JIMYHBIA BOIIPOC, HC-
II0JIb3YH 3Ty BO3MOYKHOCTB;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SAIMIMKOB. IIepBbIi 11 4acTHON mepe-
IIUCKH C aJpecaTaMi, KOTOPBIM ThI TOBEPsSEIb. JTO AJIEKTPOHHBIN aJIpec HE HAJ0
UCIIOJIb30BaTh NPU pErucTpanuu Ha opyMax u cailtax;

7. He oTkpsiBail (aitnibl U Apyrue BIOKECHHS B MUChbMax, JaXe €CIIM OHU
OPULUIA OT TBOMX Jipy3ell. Jlyuine yTouHu y HUX, OTIPABIIAIN JU OHU TeOE ITH
daiiner;

8. ITlocne okoHwyaHust paOOTBl Ha MOYTOBOM CEPBUCE IEPENd 3aKpbITHEM
BKJIQJIKU C CAUTOM HE 3a0y/lb Ha)KaTh Ha "BeiiTu".

KuGepOymiuHr mim BUPTyaibHOE U3/IEBATEIHCTBO

KubepOymiuHr - npecieaoBaHre COOOIIEHUSIMHU, COACPKAIUMH OCKOpOIIe-
HUSl, arpeccHio, 3allyrUBaHUE; XYJIUIaHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C MO-
MOILBIO Pa3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KUOEPOYIIIUHIOM:

1. He Opocaticst B 60ii. Jlydmuii cioco0: MOCOBETOBATHCS KaK ce0sl BECTH U,
€clIi HEeT TOro, K KOMy MOYKHO OOpaTHTbCs, TO BHadaje YCHOKOUThCA. Ecimu Thl
HAYHEllb OTBE€YaTh OCKOPOJIEHHSIMU Ha OCKOpOJIEHHS, TO TOJBKO euie OoJblie
Pa3oAOKeIb KOH(IIUKT;

2. Ynpapnsi cBoel kubeppernyTanuei;

3. AHOHMMHOCTH B ceT MHHMAas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIHMraHCKHM 00pa3 BUPTyadbHOH >XU3HU. VHTEepHeT
¢dbukcupyeT Bce TBOU JCHCTBUS M COXpaHSET UX. YaduTh MX OyIeT KpailHe 3a-
TPYJIHUTENBHO;

5. Cobmronaii CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuHbIi HeratuB. OQHOPa30Bble OCKOPOUTEIbHBIE COO0-
IIEHMs Jydlie UrHopupoBaTh. OOBIYHO arpeccusi MPEeKpallaercs Ha HadaabHOM
CTaJuy;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXXHOCTh OJIOKMPOBKH OTIIPABKH COOOIIEHMI C OIpe-
JICJICHHBIX aJIPECOB;

8. Ecnu ThI cBUaeTENnb KHOEpOysuiHra. TBOM NEUCTBUS: BHICTYIUTh IIPOTHUB
IpeciIe0BaTelNs, I0Ka3aTh €My, YTO €0 JEHCTBUS OLICHUBAIOTCS HETaTUBHO, I0JI-
JIepKaTh JKEPTBY, KOTOPOW HY>KHA MCUXOJOTMYECKasl MOMOIb, COOOUIUTh B3POC-
JBIM O (haKTe arpecCUBHOrO MOBECHUS B CETH.

MoOwibHBIHN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COIEPKAT B ceOe BIIOJHE B3POCIbIi
(yHKIMOHAN, U TeNepb OHU MOT'YT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU KOMIIbIO-



tepamu. O HAKO, CPEACTB 3aIIMTHI JIJIS MOAOOHBIX YCTPOWCTB MOKa OYE€Hb MAJo.
TecTupoBaHue U MOUCK YSA3BUMOCTEH B HUX MPOUCXOMUT HE TAK HHTCHCHUBHO, KaK
st TIK, To e camoe kacaeTcsi U MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yKe MPaKTUIECKH JOTHATU HACTOJb-
HbI€ aHAJIOTH, OJHAKO paciiMpeHue (yHKIMOHAjIa BJEYET 3a COOON OONBITYIO
CJIOHOCTb Y MEHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOAUTENH BBIMYCKAIOT OOHOBJICHMS, 3aKPHIBAOIIUE
KPUTHUYECKHUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBnsiercs mo-HacTosimeMy OecruiaTHbIM. Bysb ocTOposkeH, Benb
Korja Tede mpeIararoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUJIATHBIE YCITYTH;

Hymaii, npexe yem ornpaBuTh SMS, poto win Buaeo. Thl TOYHO 3HAEIID,
r7e OHU OyayT B KOHEYHOM UTOTE?

Heobxonnmo 0OHOBIISATH ONEPAIIMOHHYIO CUCTEMY TBOEro cMapT(hOHa;

W cronb3yit aHTUBUPYCHBIE MPOTPAMMBI JJISI MOOMITBHBIX Telle(pOHOB;

He 3arpyxaii mpuiokeHusi OT HEU3BECTHOTO MCTOYHHKA, BEAh OHH MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTIICUEHHE;

[Tociie Toro kak Thl BBIJIENIb C CalTa, TJI€ BBOAWI JIMUYHYIO MH(OpMALHIO,
3aiiiu B HACTPOMKHM Opay3epa u yjaanu cookies;

[Teproanyecku poOBepsIiA, KaKUe MJIATHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMep MOOMJIBHOrO TenedoHa TOJIBKO JIFOASM, KOTOPBIX ThI
3HACIb U KOMY JIOBEPSICIIh;

Bluetooth momkeH ObITH BBIKJIIOUEH, KOTJa Thl UM HE Toyb3yembes. He 3a-
ObIBail MHOT' 1A IPOBEPSTH 3TO.

Online urpst

CoBpeMeHHbIC OHJIAH-UTPHI - 3TO KPAaCOUYHBIC, 3aXBATHIBAIOIINE pa3Bicye-
HUSI, 0OBbETUHSIONINE COTHHU THICSY YENOBEK MO BceMy MUpy. UIrpoku uccienyroT
JAHHBIA UM MUP, OOIIAIOTCS IPYT C APYTOM, BBIMONHSIIOT 3aIaHMs], CPAKAIOTCS C
MOHCTpPaMH W TIONy4YaloT OMBIT. 3a YAOBOJIBCTBHE OHU IUIATAT: MOKYMAKOT IWCK,
OTJIAYMBAIOT A00OHEMEHT WM MPUOOPETAIOT KaKHUe-TO OIIIUH.

Bce aTu cpenctBa Uyt Ha Mojiep>KaHrue U Pa3BUTHUE UTPHI, @ TAKXKE Ha camy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC
naTuu (udpoBkIE 3aIUTATKHU JJIS POTPamMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX HWrpax CTOWT oOmacaThCsi HE CTONBKO CBOMX COIEPHHUKOB,
CKOJIBKO Kpa)Xi TBOEro Mapojisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMH
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH TBOETO UTPOBOr0 aKKayHTA:

1. Ecnu npyroii urpok BeneT cels MI0X0 WK CO3JaeT Te0e HEMPUITHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. Tloxany¥ics aqMUHUACTPATOPaM UTPHI Ha TUIOXOE€ MOBEJECHUE ITOT0 UTPO-
Ka, KeJIaTeTbHO MPUIIOKUTh KaKHe-TO J0KAa3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 1ruHyi0 HHGOpMAIUIO B Ipodaiiie Urpsel;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;



5. He ycranaBnuBaii Heo(uImaaibHbIC TATYU U MOJIBI,

6. Mcnosnb3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsi UTpbl HE CTOUT OTKJIOYaTh aHTHBUpYC. [loka ThI urpa-
€lIb, TBOM KOMIIBIOTEP MOT'YT 3apa3UTh.

OUIIUHT WK Kpaka TUYHBIX JTaHHBIX

OOBIYHOM KpaKkell JIEHeT U JOKYMEHTOB CETOfHs YK€ HUKOrO HE YJWBUIIIb,
HO C pa3BUTHEM HHTEPHET-TEXHOJOTHUM 3JIOYMBIILUICHHUKA NMEPEMECTUIUCHh B UH-
TEpPHET, U MPOJIOJKAIOT 3aHUMATHCS ""MTIOOMMBIM" JI€TTOM.

Tak mosiBWIIach HOBas yrpo3a: WHTEPHET-MOIIEHHWYECTBAa WX (DUILIUHT,
TJIaBHAs 1€JIb KOTOPOTO COCTOUT B MOTYYEHUN KOH(PHUICHIIMATBHBIX TAHHBIX TOJb-
30Baresnied - JOoruHoB U maposeil. Ha anrnwmiickom si3bike phishing unraercs kak
¢ummHr (ot fishing - peiOHas noBis, password - mapossb).

OCHOBHBIE COBETHI 110 OOpHOE ¢ PUITMHTOM:

1. Cnenn 3a cBOMM akkayHTOM. EcCim ThlI mOao3peBaciib, YTO TBOS aHKETA
Obla B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKMPOBATh €€ M COOOIIUTHh aJMUHUCTPATO-
pam pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonb3yii Ge3omacHbie BeO-CalThl, B TOM YHUCII€, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Wcnonb3y#l cioxkHble M pa3Hble napoyin. Takum oOpazom, eciiu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIY4YaT AOCTYI TOJIBKO K OJIHOMY TBOEMY MpPO-
b0 B CETH, a HE KO BCEM;

4. Ecnu 1e0s B3j1OMaIM, TO HEOOXOIUMO MPEIYIPEIUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE€ OOABIEHBI y T€OSI B JIPY3bsiX, O TOM, YTO T€Os B3JIOMAJIH U, BO3-
MOHO, OT TBOEr0 MMEHHM OYJET pacCchUIaThCsl CIaM M CChUIKM Ha (PUIIMHTOBBIE
CaWThI;

5. YcranoBu HanexHsblil napons (PIN) Ha MoOUbHBIN TenedoH;

6. OTKIII0YM COXpaHEHUE NMapoJisd B Opay3epe;

7. He otkpbiBail (aitnbl U Apyrue BIOXKEHHS B NMUCbMax, JIaKe €CIIM OHU
OPUIUIA OT TBOUX Jipy3eud. Jlyulne yTouHM y HHMX, OTIPABIISUIM JU OHU TeOE ITU
(baisl.

[udposas penyrarus

[MudpoBas penyrammsi - 3TO HEraTUBHAS WU MO3WTHMBHAs WHGOpMAISI B
cetu o Tebe. Komnpomerupyromas uadopmanus, pasmelieHHas B UHTEpHETE, MO-
KET CephEe3HBIM 00Pa30M OTPA3UTHCA Ha TBOEH peanbHOU xu3HU. "lludposas pe-
nytaius" - 3TO TBOH MMHJIK, KOTOPBIM (opMmupyercss u3 uHpopMaluu o Tede B
UHTEpHETE.

TBoe MecTO JKUTENLCTBA, yueObl, TBOE (PMHAHCOBOE TMOJIOKEHUE, OCOOCHHO-
CTH XapaKTepa U pacckasbl 0 OJM3KHUX - BCE ITO HAKATUIUBAETCS B CETH.

MHorue nopoCTKH JErKOMBICIEHHO OTHOCATCS K IMyOJIUKAIlUy JIMYHOU WH-
dopmanu B MHTEepHETEe, HE MOHMMAsT BO3MOXHBIX TocheACTBUN. Thl maxke He
CMOXeIIb J0rajgaThbcsi 0 ToM, uyTo doTorpadusi, pa3MelleHHas 5 JIET Ha3al, cTaja
NPUYUHON OTKa3a MPUHATH TEOs Ha paboTy.

KomMenTtapuu, pasmenienue TBoux gororpaduii u apyrue neHCTBUS MOTYT
HE UCYE3HYTh JIaXKe IMOCJEe TOro, KaK Thl UX yAAJUIlb. Thl HE 3HACIIb, KTO COXpa-
HWI 3Ty UHQOPMAIIKIO, TTONaa JJU OHA B TMOMCKOBBIE CUCTEMbI M COXPAHUIIACH JIH



OHa, a TIJIaBHOE: YTO MOAYMAIOT O Te€OE OKPYKAIOIIME JIOJU, KOTOpble HAlAyT U
yBUAAT 3T0. Hailtn nHdopmannio MHOTO JIET CIIyCTS CMOXKET JII000M - Kak U3 A00-
PBIX MOOYXKIEHUM, TaK U C HAMEPEHUEM MPUYUHUTH Bpell. ITO MOXKET OBITh KTO
YTOAHO.

OCHOBHBbIE COBETHI 110 3alIUTE IUPPOBOI penyTaluuu:

1. [Togymaii, mpexae yeM 4To-To MyOJMKOBATh U MepeaaBaTh y ce0s B Oore
WJIN B COITMAJILHOM CETH,

2. B mactpoiikax npoduis ycTaHOBH OTpaHUYEHHUS HA MPOCMOTP TBOETO
poQuUIIs U €ro CoAEPKUMOr0, C/enail ero ToJIbKO " apy3en';

3. He pa3memiaii u He yka3biBail HHGOpPMAIIHMIO, KOTOpast MOXKET KOTro-ruoo
OCKOPOJIATH WM OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE MIKOJBHUKH - AaKTUBHBIE IOJIb30BaTeNd LU(POBOrO Mpo-
cTpaHcTBa. OHAKO JAJEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOIMMU BO3MOKHO-
CTAMU UPPOBOTO MHpa TpeOyeT COOIIOJECHUS MPaB Ha WHTEUIEKTYaJbHYIO COO-
CTBEHHOCTb.

TepmuH "UHTENNEKTyallbHAasi COOCTBEHHOCTh'" OTHOCUTCSI K Pa3JIMYHBIM TBO-
PEHUSIM YEJIOBEYECKOT0 yMa, HauMHAasl ¢ HOBBIX M300pETeHHI W 3HAKOB, 0003Ha-
Yaroumx cOOCTBEHHOCTh HA MPOJYKTHI U YCIYTH, U 3aKaHUMBas KHUTramu, (oTo-
rpadusmMu, KUHOGUIBMAMU U MY3bIKAJIbHBIMU TTPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA HMHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTb Ha
POU3BEICHUS HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KauyecTBE rapaHTHH TOr'0, YTO MHTEIUIEKTYaIbHBIN/TBOPUECKUM TPy aBTOpa HE Oy-
JIET HAIllPacHbIM, AACT €My CIIPaBEJIMBbIE BO3MOKHOCTHU 3apaboTaTh Ha Pe3yJibTa-
Tax CBOEroO TPYAa, MOJYYUTh U3BECTHOCTh M Npu3HaHue. Hukro 6e3 pasperieHus
aBTOpPa HE MOXKET BOCIPOU3BOIUTH €r0 MPOU3BEAECHUE, PACIIPOCTPAHATD, MyOIuy-
HO JIEMOHCTPHUPOBATH, MPOJIaBaTh, UMIIOPTUPOBATH, IyCKATh B MPOKAT, IMyOJIUIHO
UCIIOJIHATD, MOKa3bIBaTh/UCIIONHATH B 3QUpe Win pa3memiars B MiuTepHere.

Hcnonb3oBanue "MUpaTckoro” mporpaMMHOIO OOECIIEUEHHS] MOKET MpHUBe-
CTH K MHOTHM PHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH
TBOEr0 YCTPOWCTBA, IJIe¢ YCTAaHOBJIEHA HeleraiabHas mporpamma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JeTallbHble W OeCIUIaTHBhIE MPOrPAMMBI, KOTOPHIE
MOKHO HaWTH B CETH.

O nopraie

CereBuuoK.pd - TBOI TJIaBHBIM COBETUYUK B CETH. 37€Ch Thl MOXKEIIIb y3HAThH
0 0€30MaCHOCTH B CETH MOHSATHBIM U JIOCTYIHBIM SI3bIKOM, & TP BO3HUKHOBEHHUH
KPUTHUYECKON CHTyallud OOpAaTUTHCS 3a COBETOM. A Take MPUHATH y4acTUE B
KOHKYpcax u CTaTh CaMbIM u(GpOBBIM rpaKJaHuHOM!



